Withernsea Town Council
Data Protection Policy

1. Policy Statement

Withernsea Town Council is committed to ensuring that all personal data handled by
us is processed in accordance with the principles of the UK General Data Protection
Regulation (UK GDPR) and the Data Protection Act 2018.

This policy sets out how we collect, use, store, and share personal data, and outlines
our responsibilities as a data controller.

2. Scope
This policy applies to:

« All employees, councillors, volunteers, and contractors.
o All personal data processed by the council, regardless of format (electronic or

paper).
3. Data Protection Principles

We adhere to the following principles:

1. Lawfulness, fairness, and transparency — We process personal data lawfully
and transparently.

2. Purpose limitation — Data is collected for specified, explicit, and legitimate

purposes.

Data minimisation — Only data that is necessary is collected.

Accuracy — We take steps to ensure data is accurate and up to date.

Storage limitation — Data is retained only as long as necessary.

Integrity and confidentiality — Data is processed securely.
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4. Lawful Basis for Processing
The council processes personal data under one or more of the following lawful bases:

o Consent

e Performance of a contract

o Legal obligation

« Vital interests

e Legitimate interests (where appropriate)



5. Data Subjects’ Rights

Data subjects have the following rights:

« Right to be informed

e Right of access

» Right to rectification

« Right to erasure (in certain circumstances)

e Right to restrict processing

« Right to data portability

« Right to object

e Rights in relation to automated decision-making and profiling

Requests should be made to the Clerk or designated Data Protection Officer.

6. Data Security
The council will:

o Use secure systems for storing electronic data.

e Keep paper records in locked storage.

e Ensure staff and councillors are trained in data protection.
e Report data breaches promptly in line with ICO guidelines.

7. Sharing and Disclosure
We will only share data with third parties when:

o There is a lawful basis.

o ltis necessary for our functions.

e The third party complies with data protection laws (e.g., through a data
sharing agreement).

8. Retention and Disposal
The council maintains a retention schedule, ensuring:

o Data is not kept longer than necessary.
o Secure disposal of data (e.g., shredding paper, deleting electronic files).



9. Data Breach Procedure

Any data breach will be reported to the Clerk or DPO immediately. If required, it will
be reported to the Information Commissioner’s Office (ICO) within 72 hours.

10. Roles and Responsibilities
e The Clerk: Acts as the main point of contact for data protection issues.
o Staff and councillors: Must comply with this policy and undertake training as
needed.

11. Policy Review

This policy will be reviewed bi-annually or as needed to reflect changes in legislation
or council activities.

12. Contact
If you have any questions about this policy or how your data is handled, contact:

Clerk to the Council
Withernsea Town Council

info@withernseatowncouncil.co.uk
01964 614984
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