Withernsea Town Council IT Policy

1. Purpose

This policy outlines how IT resources are to be used to support the work of the council
efficiently, securely, and lawfully. It ensures compliance with UK data protection laws and
promotes responsible use.

2. Scope

This policy applies to:

- Council employees, elected members, contractors, and volunteers

- All council-owned or council-managed devices, systems, and networks

- Any personal devices used for council work (Bring Your Own Device - BYOD)

3. Acceptable Use

Users must:

- Use IT systems for official council purposes

- Avoid excessive personal use of council systems

- Refrain from:
- Accessing or distributing offensive, extremist, or illegal content
- Downloading unauthorised software
- Using systems for party political activity or private gain

4. Email and Internet Use

Council email accounts must be used for council business.

Emails must be professional and not contain defamatory, abusive, or confidential
information without proper security.

Internet access may be monitored and must be used appropriately.

5. Passwords and Access Control

Passwords must be:

- Strong

- Changed periodically

- Never shared

Access is role-based and reviewed regularly.



6. Data Protection and GDPR

All users must:
- Handle personal data in line with the UK General Data Protection Regulation (UK GDPR)
and Data Protection Act 2018
- Ensure data is:
- Collected fairly and legally
- Stored securely (e.g., encrypted if sensitive)
- Not shared without proper authority
- Report data breaches within 24 hours to the Clerk or Data Protection Officer (DPO)

7. Use of Equipment

Only authorised users may use council IT equipment.

Equipment must be kept secure and returned upon leaving the council.

Personal devices used for council work must be password-protected and comply with
council security standards.

8. Security and Monitoring

Anti-virus software, firewalls, and updates must be maintained.

Users must not disable or bypass security settings.

Systems may be monitored under the Regulation of Investigatory Powers Act 2000 (RIPA)
to ensure compliance.

9. Incident and Breach Reporting

All IT security incidents (e.g., lost devices, phishing, breaches) must be reported
immediately to the Clerk or designated IT contact. Prompt reporting helps reduce risk and
allows for rapid response.

10. Compliance and Disciplinary Action
Failure to comply may result in:

- Disciplinary action

- Suspension of access

- Referral to external authorities where appropriate

11. Review

This policy will be reviewed annually or earlier if significant changes occur in law, council
procedures, or technology.
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